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Setting up Azure Active Directory (AD) with Maximizer
single sign-on (SSO)

Follow the steps below to configure Microsoft Azure Active Directory as an ldentity Provider (IDP) to let users log
in to your Maximizer site using their Azure AD credentials.

1) Go to Enterprise Applications, click New application. In the Browse Azure AD Gallery screen, click Create
your own application. Give it a name and make sure the radio button is set to “Integrate any other
application you don't find in the gallery (Non-gallery)” and click Create. Your application name will be
displayed in the screen below.

= Microsoft Azure S Search resources, services, and docs (G+/)

Home > Default Directory > Enterprise applications

ue Enterprise applications | All applications

Default Directory - Azure Active Directory
« = MNew application Columns %l Preview features O Got feedback?
Overview
o Try out the new Enterprise Apps search preview! Click to enable the preview. =3
© Overview
# Diagnose and solve problems Application type Applications status Application visibility
| Enterprise Applications e | | Any e ‘ ‘ Any ~ | m
Manage
i Al applications |,-TJ First 50 shown, to search all of your applications, enter a display name or the application ID.
B application proxy Name Homepage URL

@ User settings u MaximizerCRMLive

. u MaximizerSAML
Security
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2) Click the name of your application and click Set up single sign on. On the next screen, click

SAML. You will see the Set up Single Sign-on with SAML screen.

Properties

Mame (&)
| MaximizerSAML ) |

Application ID @
| 3bd54b01-f3cc-459b-0a61-... m|

ObjectID @
| 2286b557-20af-4a6a-adb5-... m|

Getting Started

& 1. Assign users and groups —9

Provide specific users and groups access
to the applications

Assign users and groups

(5. Self service

Enable users to request access to the
application using their Azure AD
credentials

Get started

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

@

3. Provision User Accounts

Automatically creste and delete user
accounts in the application

Get started
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3)

Set up Single Sign-on with SAML

You will get data from this screen and enter them into Maximizer when you set up Maximizer to use Azure
AD for authentication. It is recommended that you copy the data to a text file and later copy them into
Maximizer fields.

(2]

User Attributes & Claims

gIvENname

surname

name

e

mail

Unigue User Identifier

SAML Signing Certificate

Statug

Thumbprint

Expiration

Maotification Email

App Federation Metadata Url

Certificate (Basesd)
Certificate [Raw)
Federation Metadata XL

Set up MaximizersAhil

UsErgIvVERName
USErsurmname

useruserprincipalname

user.mail

useruserprincipalname
useruserprincipalname

Active

37572024, 22714 PM

& Edit

& edit

[ https:/foginmicresoftenline.com/ef0b2 108-1f3d-... !EJ

Download
Downlead
Daownload

wou'll need to configure the application to link with Azure AD.

Lagin URL
Azure AD Identifier

Logout URL

View step-by-step instructions

[ https:/floginmicrosoftonline.comyef0b2109-1f3d-... [ |

[ hittps://sts.windows.net/efob2109-1f3d-4513-bdc... h]

[ https:/floginmicrosoftonline.com/efobz108-113d-.. [ |

Under “User Attributes & Claims” click Edit and copy the “Claim name” from the Value “user.email”. This
will be used later for the “Claim” field in your Maximizer database when setting up Maximizer to use Azure
AD for authentication.

Additional claims

Claim name

hitp://schemas.xmlsoap.org/ws/2005/05/identi

fclaims/emailaddresd

http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlscap.org/ws/2005/05/identity/claims/name

http://schemas.xmlscap.org/ws/2005/05/identity/claims/surname

Value

user.mail i
user.givenname e
user.userprincipainame e
User.surname aee

Click on the “SAML-based Sign-on” link at the top of the page to go back.
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4)

5)

Under “Set up <Enterprise Application name>” click the Copy to clipboard icon for “Azure AD ldentifier”.
This will be used later for the “Identity Provider Entity ID” field in your Maximizer database when setting up
Maximizer to use Azure AD for authentication. Repeat this for the “Login URL” which maps to the Maximizer
“Identity Provider URL” and the “Logout URL” which maps to the Maximizer “Identity Provider Logout URL”.

Go to Maximizer > Icon Bar > Administration > Settings > Single Sign-On screen, click Add Identity Provider,
and enter the data from Azure AD into the Maximizer fields. Save the changes.

The chart below maps the Maximizer fields for setting up SAML SSO to the Azure AD data described above.
Use the Maximizer SAML SSO SETUP Guide for details about how to set up SAML SSO in Maximizer.

Note

If you have not uploaded Maximizer Service Provider Metadata to Azure, do not copy the SAML Signing
Certificate from Azure to Maximizer. Enter a string as placeholder into Identity Provider Certificate field.
Follow the instruction in the follow steps. You will find the information about how to copy Azure SAML
Signing Certificate to Maximizer in step 8.

Maximizer Fields Values for the fields

Identity Provider Entity ID | Enter the Azure AD Identifier copied in step 4

Identity Provider Name Enter a friendly name for Azure AD.
. . Enter a string as placeholder if Maximizer Service Provider Metadata
cheerrtlit;itgalt’erowder has not been uploaded to Azure AD. Follow step 6, 7 and 8 to get the
certificate from Azure AD and enter it into this field.
Identity Provider URL Enter Login URL copied in step 4

Identity Provider Logout
URL

HTTP Binding Type Select HTTP-POST

Enter Logout URL copied in step 4

On-Premise: This field will be populated automatically.
CRM Live: You need to manually enter the URL of your CRM Live site.
See details in Maximizer SAML SSO SETUP Guide

You need to create the certificate, sign with the supported signing
algorithm, copy and paste the certificate into this field. See details in

Service Provider Entity ID

Request Signing

ceniiEe Maximizer SAML SSO SETUP Guide

Signing Algorithm Select SHA 256

Assertion Select Email

Claim Enter the value copied in step 3

Service Provider The field is blank by default. Follow step 6 and 7 to display the URL and
Metadata URL add Maximizer as a Service Provider in Azure AD.

Open the Maximizer Identity Provider settings screen again. You will find the Service Provide Metadata URL
is displayed. Copy the URL to clipboard.

Back in Azure, on top of the Set up Single Sign-On with SAML screen, click Upload metadata file. In the
dialog for browsing a file, enter the Maximizer Service Provider URL into the File Name field and click Open.
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http://download.maximizer.com/MaxCRM2021R1/Documents/MaxCRM2021R1_SetupSAMLSSO.pdf
http://download.maximizer.com/MaxCRM2021R1/Documents/MaxCRM2021R1_SetupSAMLSSO.pdf
http://download.maximizer.com/MaxCRM2021R1/Documents/MaxCRM2021R1_SetupSAMLSSO.pdf

Once the file is found and downloaded, click Add button.

4

T Upload metadata file v Change single sign-on mede  ¥= Test this application

Upload metadata file.

O Got feedback?

Values for the fields below are provided by MaximizerSAML. You may either enter those values manually, or upload a pre-configured SAML metadata file if provided by MaximizerSAML.

| select a file

You will see the Maximizer information being retrieved in the right-hand side panel. Click Save button. Now
it is ready to download the certificate from Azure.

Go to SAML Signing Certificate section, click the Download link beside “Certificate (Base64)” and save the
certificate to a location on your local machine.

You can open the downloaded file with Windows Notepad and copy the string between the “-----BEGIN
CERTIFICATE-----" and “-----END CERTIFICATE-----" tags. This will be used later for the “ldentity Provider
Certificate” field in your Maximizer database when setting up Maximizer to use Azure AD for authentication.

Note

Make sure the certificate is a valid X509 Certificate.

e

Uzer Attributes & Claims

1(;? Edit
gi'.'enr‘:ame I.,.SEF.gI'r'E'F'.I'I ame
SUMmame user.zurmsame
name useruserprincipalname
il user.mail
mail useruserprincipalname
Unigue User Identifier useruserprincipalname
e SAML Signing Certificate 2 Edit
Status betive
Thumbprint
Expiration 3372024, 2274 PM
Matification Email
App Federation Metadata Url https:/foginmicrosoftonline.comyefob2108-1f2d-.. [ |
Certificate (Basesd) Dawnload
Certificate (Raw) Download
Federation Metadata XML Cownload
o Set up MaximizersAML
You'll need to configure the application to link with Azure AD.
Lagin URL https://leginmicrosoftonline.com/ef0b2 108-1f3d-... [ |
Azure AD Identifier https:/fsts.windows.net/efob2 109-1f3d-4513-bde.. [ ]
Logout URL hitps://loginmicrosoftonline.com/efob2109-1f3d-.. [ |

View step-by-step instructions

Go back to Maximizer > Settings > Single Sign-On screen, open the settings of the Identity Provider you just
created. Paste the Azure certificate you have created in step 8 into Identify Provider Certificate field.
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9) Lastly, in Azure on the left click on Users and groups. Click on Add user/group. Add any users or entire

groups of users from your Azure AD that will be logging into Maximizer.

p e —— EECS —

Home > Default Directory > Enterprise applications > MaximizerSAML

® MaximizerSAML | Users and groups

Enterprise Application

« T~ Add user/group 7 Edit [ Remove A2 Update Credentials Columns

B Overview

o The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this. =

Deployment Plan

P Got feedback?

Manage | First 100 shown, to search all users & groups, enter a display name.

Please see Microsoft documentation for further details on these settings.
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